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This Privacy Policy (hereinafter - Policy) is developed in accordance with
legislation of the Republic of Estonia and requirements of the Regulation
№2016/679 of the European Parliament and of the Council of 27 April 2016 on the
protection of natural persons with regard to the processing of personal data and
on the free movement of such data and of the Directive №2015/849 of the
European Parliament and of the Council of 20 May 2015 on the prevention of the
use of the financial system for the purposes of money laundering or terrorist
financing, taking into account national laws on personal data protection of
countries outside the European Union.

Personal data processing policy
The present policy regulates the processing of personal data by TKNBX OU
(hereinafter — "Tokenbox"). Tokenbox implements all necessary measures for the
provision of the secure processing of personal data, obtained during activities of
Tokenbox.
Tokenbox may change the present policy unilaterally. The new edition of the
policy becomes effective from the moment of its publication on the website of
Tokenbox unless otherwise provided in the latest version of the document.
The personal data is processed in accordance with this policy and the “Tokenbox
General Terms and Conditions”.

Definitions
Personal data — any information related to an identified or identifiable natural
person (“data subject”).

Identifiable natural person — a person, who can be identified, directly or
indirectly, in particular by reference to an identifier such as a name, an
identification number, location data, an online identifier or to one or more factors
specific to the physical, physiological, genetic, mental, economic, cultural or
social identity of that natural person.
Client — a natural or a legal person successfully verified in the system of
Tokenbox.
Client profile — a record which contains a data set that a client sends to the
Tokenbox by filling in the online-form in the system of Tokenbox or by other
means and that is stored in the system of Tokenbox.
Processing of personal data in Tokenbox — any automated or non-automated
operation or set of operations that are connected with the collection of personal
data, their systematization, accumulation structuring, recording, storage,
clarification, alteration, monitoring, sending, dissemination (disclosure by
transmission, transfer or by providing access), alignment or restriction, erasure or
destruction.
Trustworthiness — a set of characteristics and/or transactions that is related to a
client in the understanding of the Directive №2015/849 of the European
Parliament and the Council.
Person’s profile analysis — a processing of personal data of a subject in
Tokenbox that includes a usage of personal data for an assessment of particular
personal aspects, which are related to a natural person, inter alia, for an analysis
and a determination of person’s risk level (low, high) in accordance with the
criteria, established in the “Rules of procedure and internal regulation of
Tokenbox” and with an analysis of aspects related to economic situation,
trustworthiness, place of residence and actions of a person.
Person’s verification — a process of person’s identification and a determination of
his level of risk in Tokenbox following the requirements, stipulated in the Directive
of the European Parliament and the Council №2015/849 of 15.05.2015.

Encryption of personal data — processing of person’s data, which involves
encoding of data by the use of the certificate of the Estonian identity card.
Tokenbox — the controller (operator) and the processor that independently
defines means and purposes of the processing, as well as carries out processing
directly.
Client’s consent — means a freely given, specific, informed and unambiguous
indication that a client does wish to agree to the processing of personal data,
given by a statement or by clear affirmative action.
Informational notification — notification of a client for informational purposes
about new opportunities of the system of Tokenbox.
Notification about events in the client profile — notification directed to the client
in order to ensure the security of the system of Tokenbox, which takes place in the
following cases: an activation of the profile, a login, unusual activity of a client.
Recommended limit — an annual transaction limit requested by the client and
verified by Tokenbox, which depends on the country of residence, the scope of
activity and professional status of the client.
Risk level - a probability of occurrence of money-laundering and terrorist
financing risks in transactions with business-clients, due to the absence of
previous business relations with a particular client or due to the uncertainty of
the development of a financial transaction with the client at the time of its
commitment. Tokenbox sets the level of risk by analyzing the client's personal
data, as well as publicly available information, and automatically encodes it in
the KYC code. The assessment of the risk level shall be made manually by an
employee of a Tokenbox, taking into account requirements of the Directive of the
European Parliament and the Council №2015/849 of 15.05.2015 and in strict
compliance with “Procedural rules of person’s identification and risk level
assessment”.

Rights of the data subjects

In accordance with provisions of Regulation of the European Parliament and the
Council №2016/679 of 27 April 2016 on the protection of natural persons with
regard to the processing of personal data and on the free movement of such
data, the client has the following rights:
1. to receive adequate and comprehensive information regarding the
processing of personal data;
2. to obtain information on the legal basis and the purposes of the
processing of personal data;
3. to get contact details of the controller and of the data protection officer;
4. to obtain information about the recipients (receivers) of the personal data;
5. to file a request before Tokenbox and to receive a response to the request
at the latest within one month of the receipt of that request;
6. to receive information on the retention period for personal data;
7. to get an access, to erase, to rectify personal data and to restrict their
processing without undue delay;
8. to receive the personal data, which he has provided to Tokenbox and to
transmit them to another controller;
9. to withdraw consent to the processing of personal data and to request the
closure of the profile in the system of Tokenbox. The request can be made
by sending of an individual written application submitted to the legal
address of Tokenbox Ltd. via registered mail return receipt or by filling in of
the appropriate form in the profile;
10. to opt-out of receiving of informational notifications or notifications about
events in the profile. For this purpose the client need to turn off notification
feature in the profile or to send the corresponding request via e-mail.
11. to challenge a risk level assigned by Tokenbox according to the procedure
laid down in the “General terms and conditions of Tokenbox ”;
12. to obtain an abstract of personal data, which are stored in Tokenbox. For
this purpose, the client has to submit a request to the legal address of
Tokenbox Ltd. via registered mail return receipt. The application shall
contain the number of the primary identification document of the data
subject or his representative, the information on the date of issuance of
this document and the issuing organization, the particulars, the signature
of the data subject or his representative. In case of submission of the
request through data subject’s representative, it must be accompanied by
a paper confirming his representation powers.

13. to receive information about the location of Tokenbox, persons (except of
employees of Tokenbox) that have a right to access his personal data or to
whom they could be disclosed under a contract with Tokenbox or under
the law;
14. to receive information about automatic personal data processing of
personal data. The logic involved and the consequences of the
application of automated decision-making by Tokenbox for a client are
described in the “General terms and conditions of Tokenbox ”;
15. to lodge a complaint against Tokenbox in a particular supervisory
authority, if he believes that the processing of personal data does not
comply with legislation.

The fundamental principles of the processing of data in
Tokenbox
Tokenbox guarantees that the processing of personal data in the system of
Tokenbox is conducted on a legal and fair basis, in strict compliance with the
purposes and principles, which are indicated in the “TKNBX General terms and
conditions”. The collected data is not processed for reasons, which are not listed
in the “General terms and conditions of Tokenbox”.
The person provides only specific personal data for the verification procedure,
which is needed for Tokenbox to achieve the goals outlined in the “TKNBX
General terms and conditions”. The excessive processing in relation to the
purposes, which are declared in the “TKNBX General terms and conditions”, is not
permitted.
Tokenbox partially uses the system for the automated processing of personal
data but doesn’t make decisions based solely on automated means.
Tokenbox excludes consolidation of databases that contain personal data,
processing of which is carried out for incompatible purposes.
Tokenbox ensures accuracy, sufficiency and relevancy of personal data with
regard to the purposes of their processing in the most accessible and reasonable
way.

The consent of the data subject
The registration of the profile on the website tokenbox.io confirms person’s free
will, intended to accept conditions of this agreement.
The client ticks the boxes and confirms the following facts, before registration in
the system of Tokenbox and prior to the provision of his data:
▪

personal data, which he gives out belong to him personally;

▪

he reviewed the present personal data processing policy carefully, in its
entirety;

▪

he acknowledges and confirms that he understands all provisions of this
agreement and terms of the processing of personal data;

▪

he gives consent for the processing in the system of Tokenbox of
personal data, which he provides for the registration as the client of
Tokenbox.

The consent to the processing shall remain in force indefinitely, but could be
withdrawn by the data subject by sending of an individual written application
submitted to the legal address of Tokenbox via registered mail return receipt or
by filling in of the appropriate form in the profile or by sending of the application
via e-mail with the subsequent client’s identification;
By accepting the terms of this policy, the subject agrees his data to be
processed by Tokenbox. A person consents as indicated in this policy on the
processing of his personal data in the following ways: collection, systematisation,
accumulation, storage, clarification (updating or alteration), usage, dissemination
(under this policy), depersonalization, blocking, destruction and the transmission,
including cross-border transfer (under this policy).The processing may take place
by automated means, as well as without them.
By accepting this agreement the person also gives consent for analysis and
verification of personal data submitted by him with the help of publicly available
resource.
By accepting this agreement the person acknowledges and reaffirms, that in
cases specified by the “Tokenbox General Terms and Conditions”, Tokenbox is

entitled to disclose his personal data, following the written request of public
authorities.
During disclosure of personal data to a public authority Tokenbox is guided by
requirements of Money Laundering and Terrorist Financing Prevention Act of the
Estonian Republic and the Directive №2015/849 of the European Parliament and
of the Council of 20.05.2015 or other legal act, which is binding for Tokenbox,
which are connected to him.
Tokenbox is obliged to disclose and share personal data in order to carry out
legal demands of public authorities or other persons against fraudulent activities
and to prevent the financing of terrorist activity.

The information that is gathered by Tokenbox
Tokenbox gathers only those personal data that are necessary for the practical
achievement of the goals outlined in the “Tokenbox General Terms and
Conditions”. In pursuit of these objectives, Tokenbox collects data that are
related to the development and operation of the system of Tokenbox, the
opening and administration of a profile. Identified or identifiable person directly
provides his personal data to the system of Tokenbox by filling in the online form
or by reporting of further details about himself.
Information that is collected and processed shall include:
1. the individual's name, surname, date of birth, sex, place of birth and
country of residence for tax purposes;
2. the information on ultimate beneficiaries;
3. the contact details: residential address, phone number, e-mail address;
4. the payment information;
5. the copies (the photo in JPG or PNG format; with a good quality of 4000
pixels resolution on both sides) of passports or ID-cards and, if necessary,
other identity documents, that should be given to prevent moneylaundering, fraud and terrorist financing;
6. the photo of identified or identifiable natural person (in JPG or PNG format;
with a good quality of 4000 pixels resolution on both sides);
7. the details on visiting/ login to the system by the client of the system of
Tokenbox ;

8. the IP address – the country, the time zone/region, the Internet service
provider;
9. the data on involvement in litigations from open sources and state
registries;
10. the info on the sphere of activity (the profession), the financial condition
and, if necessary, on sources of income;
11. the result of the investigation of the designation of the person on sanctions
lists;
12. publicly available information about the person;
13. the information about accounts and social networking pages from the
references provided by the clients;
14. the records of phone-calls/ Skype conversations and any other
correspondence between Tokenbox and identified or identifiable person;
15. the data on the assigned to the individual risk level.

The usage of personal data
The collection and processing of data subject’s personal data are meant for the
following purposes:
1. the registration of the profile in the system of Tokenbox;
2. the identification of the person and determination of his risk level, taking
into consideration criteria indicated in the “Tokenbox General Terms and
Conditions”;
3. the prevention and detection of fraud, money laundering and terrorist
financing;
4. the verification and monitoring of clients, that are required under legal acts
and internal regulations;
5. the provision to clients of uninterruptible and continued access to the
system of Tokenbox via computer or other compatible devices;
6. the delivery of information regarding new products/services of Tokenbox, if
the person allowed to contact him for such purposes;
7. the statistical analysis for internal use of Tokenbox;
8. the design and improvement of services of Tokenbox;
9. the informing individuals about malfunctions of the service, hacker attacks,
other incidents, as a result of which the personal data were put at risk in
any way and their potential negative consequences, as well as about the

measure taken by Tokenbox to fix malfunctions, to implement additional
security measures to protect personal data and the provision of necessary
instructions;
Tokenbox determines person’s risk level on the basis of personal data supplied to
the system of Tokenbox by the client and according to “Procedural rules of
person’s identification and risk level assessment”. Tokenbox relies on two levels of
risks:
▪

Low level of risk — a person has a low level of risk if in the verification
process a person has provided complete and reliable personal data and
is not: a politically significant person; a person from a high-risk country;
a subject of international sanctions.

▪

High level of risk — the person has a high level of risk, since he is a
subject to international sanctions. Deal with this person is prohibited. A
higy risk level is also assigned to a person who has not undergone
mandatory re-verification, which takes place once a year.

The storage and transfer of personal data
The principal place of storage of personal data is the territory of the European
Union. Tokenbox is also entitled to maintain personal data outside the European
Union, and this also applies to states and territories, whose legislation requires
the storage of their citizens’ personal data within territories of those states. The
storage of data outside the European Union is intended to provide a backup.
There is a transfer of data between the jurisdictions (territories) mentioned above
in the course of its creation.
By accepting this agreement the client acknowledges his awareness of potential
risks of transfer of personal data to third countries, that are located outside the
European Union, including countries for which there is no decision of European
Commission on an adequate level of protection of personal data within the
meaning of the Article 45 of the Regulation of the European Parliament and the
Council №2016/679 of 27 April 2016 „On the protection of natural persons with
regard to the processing of personal data and on the free movement of such
data”, More information about the adequate level of data protection can be
found here.

If a person is not a European Union citizen, by accepting this policy he voluntarily
and consciously consents to the cross-border transfer of personal data. In case,
wherein the state of client’s residency there is the requirement to collect personal
data exclusively on the territory of such state, the Tokenbox is obliged to transfer
personal data of these individuals outside the European Economic Area for lawful
data acquisition and processing.
Tokenbox applies procedures and protective measures to prevent unauthorized
access, unlawful processing, accidental loss, destruction or damage of data.
They are applied to all personal data of clients which were received through the
system of Tokenbox by filling in the online-form.
After processing of personal data provided by the client part of personal data is
achieved, encrypted through the use of digital technologies and is sent for
storage purposes to the archive on a hard drive without access to the Internet.
The remainder of the information is securely protected from unauthorized access
of third parties.
The data that is moved to the archive include:

•
•
•
•
•

the copies of the passport/ ID-card;
the payment information;
the client's photo with identity document;
the contact details: residential address, phone number, e-mail address;
the information on the scope of activity (the profession), the financial condition

and sources of income;
• the data on checking the person against sanction lists;
• the information on the person’s accounts in social networks;
• the records of phone-calls, internet calls and any other correspondence and
information received by Tokenbox during the process of identification of the
person.
Tokenbox observes the principle of confidentiality of personal data of identified
or identifiable persons and provides data to only in those amount and ways, that
are specified by this policy and set out in the “Tokenbox General Terms and

Conditions”, as well as to authorized public authorities on the grounds of a
written request to Tokenbox .
Tokenbox retains personal data throughout the period of subscription to the
system of Tokenbox, and 5 (five) years after termination of the contractual
relationships.
The Tokenbox company has developed internal procedural rules for the
protection of personal data, which are compulsory for all employees of Tokenbox.

